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IN THE CLAIMS 

1. (Currently Amended) A method for losslessly embedding a message into a digital 
object comprised of samples, said method comprising the steps of: 

extracting from said object a first subset that is losslessly compressible; 

said first s ub se t having the property that it can be randomized while preserving the 
perceptual quality of said object; 

applying a discrimination function to portions of the first subset to classify a regularity of 
said portion, said discrimination function for a plurality of portions being represented as a vector: 

reversiblv modifying said first subset based on said message and said discrimination 
function: 

compres s ing s aid first subset into a - comprcssod bitstream; 

losslessly compressing concatenating said c ompre s sed modified first subset and said 
vector bitntrcam with said messag e to form a second subset; 

inserting said second subset into said object in place of said first subset to form a 
transformed object, whereby said message is effectively transmitted and extracted by 
transmitting said transformed object and extracting said second subset therefrom; and 

restoring said object by decompressing said compressed bitstream, restoring said first 
subset, and reinserting said first subset into said object. 

2. (Original) The method of claim 1, wherein said digital object is an uncompressed 

image. 

3. (Original) The method of claim 1, wherein said digital object is an image in a lossy 
image format. 

4. (Original) The method of claim 1, wherein said digital object is an audio file or a 
video file. 

5. (Original) The method of claim 1, wherein said first subset comprises all bits from a 
fixed bitplane. 
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6. (Currently Amended) The method of claim 1, wherein said first subset is 
generat e d by adding invcrtiblc noiso (flipping) and applying special discrimination (prediction) 
functions to amall group s of pixel s in said digital obj e ct discrimination function defines three 
classes of portions, a first class of portions have a regularity equal to a threshold, a second class 
of portions have a regularity below a threshold, and a third class of portions have a regularity 
above a threshold; and said modifying comprises selectively altering said second class and said 
third class of portions in a predetermined manner in dependence on their respective class, while 
leaving said first class unaltered . 

7. (Original) The method of claim 1, wherein said message is a digital watermark. 

8. (Original) The method of claim 1, wherein said message is an authentication code. 

9. (Withdrawn) A method for losslessly embedding a message into a digital object 
comprised of samples, each of said samples having an original value, said method comprising the 
steps of: 

defining a first set S(x), whose values are equal to x, as a first subset of samples from said 

object; 

defining a second set S(y), whose values are equal to y, as a second subset of samples 
from said object; 

assigning a first value to x and a second value to y, wherein said values x and y are close 
together and said first and second subsets S(x) and S(y) differ substantially in size; 

scanning said object in a defined pattern, whereby members of S(x) and S(y) are 
losslessly compressed to form a bitstream; 

concatenating said bitstream with said message and embedding a concatenation into a 
union of said first and second subsets S(x) and S(y) by scanning said object in said defined 
pattern and choosing said first value to embed an x and said second value to embed a y, whereby 
said message is effectively transmitted and extracted by transmitting said concatenation and , 
extracting said second message therefrom; and 

restoring said object by decompressing said concatenation, scanning said object in said 
defined pattern, and restoring said original values in said object. 
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10. (Withdrawn) The method of claim 9, wherein said digital object is a palette 
image, an uncompressed image, an audio File, or a video file. 

11. (Withdrawn) The method of claim 9, wherein said digital object is a watermark. 

12. (Withdrawn) The method of claim 9, wherein said digital object is an 
authentication code. 

13. (Currently Amended) Apparatus for losslessly embedding a message into a digital 
object comprised of samples, said apparatus comprising: 

means for extracting from said object a first subset that i s lo s sle s sly compre s sible; 

said first subset having the property that it can be randomized while preserving the 
perceptual quality of said object; 

means for applying a discrimination function to portions of the first subset to classify a 
regularity of said portion, said discrimination function for a plurality of portions being 
represented as a vector: 

means for reversiblv modifying said first subset based on said message and said 
discrimination function: 

moans for compressing said first subset into a compressed bitstrcam; 

means for losslessly compressing concatenating said compr e ss e d modified first subset 
and said vector bit s tr e am - with said message to form a second subset; 

means for inserting said second subset into said object in place of said first subset to form 
a transformed object, whereby said message is effectively transmitted and extracted by 
transmitting said transformed object and extracting said second subset therefrom; and 

means for restoring said object by (1) decompressing said compressed bitstream, (2) 
restoring said first subset, and (3) reinserting said first subset into said object. 

14. (Original) Apparatus as in claim 13, wherein said digital object is an uncompressed 

image. 
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15. (Original) Apparatus as in claim 13, wherein said digital object is an image in a lossy 
image format. 

16. (Original) Apparatus as in claim 13, wherein said digital object is an audio file or a 
video file. 

17. (Original) Apparatus as in claim 13, wherein said first subset comprises all bits from 
a fixed bitplane. 

18. (Currently Amended) Apparatus as in claim 13, wherein said first subset is 
generated by adding invertiblo noise (flipping) and applying special discrimination (prediction) 
fhnrt innr. to sm n ll group s of pix e ls in said digital obj e ct discrimination function defines three 
classes of portions, a first class of portions have a regularity equal to a thresholds a second class 
of portions have a regularity below a threshold, and a third class of portions have a regularity 
above a threshold; and said means for modifying selectively alters said second class and said 
third class of portions in a predetermined manner in dependence on their respective class, while 
leaving said first class unaltered . 

19. (Original) Apparatus as in claim 13, wherein said message is a digital watermark. 

20. (Original) Apparatus as in claim 13, wherein said message is an authentication code. 

21 . (Withdrawn) Apparatus for losslessly embedding a message into a digital object 
comprised of samples, each of said samples having an original value, said apparatus comprising: 

means for defining a first set S(x), whose values are equal to x, as a first subset of 
samples from said object; 

means for defining a second set S(y), whose values are equal to y, as a second subset of 
samples from said object; 

means for assigning a first value to x and a second value to y, wherein said values x and y 
are close together and said first and second subsets S(x) and S(y) differ substantially in size; 

means for scanning said object in a defined pattern, whereby members of S(x) and S(y) 
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are losslessly compressed to form a bitstream; 

Apparatus for losslcssly embedding a moaoago4nto - a digital object - compri s ed of samples, 
each of said sample s having an original valu e , s aid apparatu s compri s ing: 

m e an s for defining a first set S(x), whoso values are equal to x, as a first subset of 
s amples from said - object; 

means for defining a s e cond -s et S(y), whose values arc equal to y, as a second subset of 
samples from said object; 

means for - assigning a first value to x and a se cond valu e to y, wherein s aid valu e s x and y 
arc clos e togeth e r and s aid first and second subsets S(x) and S(y) differ substantially in size; 

means for scanning said object in a d e fin e d patt e rtv - wh e r e by - m e mbors of S(x) and S(y) 
arc lossl cs sly compressed to form a bitstream; 

means for concatenating said bitstream with said message and embedding a 
concatenation into a union of said first and second subsets S(x) and S(y) by scanning said object * 
in said defined pattern and choosing said first value to embed an x and said second value to 
embed a y, whereby said message is effectively transmitted and extracted by transmitting said 
concatenation and extracting said second message therefrom; and 

means for restoring said object by (1) decompressing said concatenation, scanning said 
object in said defined pattern, and (3) restoring said original values in said object^ 

means for concatenating said bitstream with said message and embedding a 
concatenation into a union of said first and second subsets S(x) and S(y) by scanning said 
object in said defined pattern and choosing said first value to embed an x and said second value 
to embed a y, whereby said message is effectively transmitted and extracted by transmitting said 
concatenation and extracting said second message therefrom; 

and means for restoring said object by (1) decompressing said concatenation, (2) 
scanning said object in said defined pattern, and (3) restoring said original values in said object. 

22. (Withdrawn) Apparatus as in claim 21, wherein said digital object is a palette 
image, an uncompressed image, an audio file, or a video file. 

23. (Withdrawn) Apparatus as in claim 21, wherein said digital object is a 
watermark. 
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24. (Withdrawn) Apparatus as in claim 21, wherein said digital object is an 
authentication code. 

25. (Currently Amended) A computer-readable storage medium embodying program 
instructions for a method for losslessly embedding a message into a digital object comprised of 
samples, said method comprising the steps of: 

extracting from said object a first subset that is losslessly compressible; 

said first subs e t having the property that it can be randomized while preserving the 
perceptual quality of said object; 

applying a discrimination function to portions of the first subset to classify a regularity of 
said portion, said discrimination function for a plurality of portions being represented as a vector: 

reversiblv modifying said first subset based on said message and said discrimination 
function; 

compressing said fir s t subset into a compress e d bitstr e am; 

losslessly compressing concatenating said oomprcsacd modified first subset and said 
vector bit s tr e am with s aid - message to form a second subset; 

inserting said second subset into said object in place of said first subset to form a 
transformed object, whereby said message is effectively transmitted and extracted by 
transmitting said transformed object and extracting said second subset therefrom; and 

restoring said object by decompressing said compressed bitstream, restoring said first 
subset, and reinserting said first subset into said object. 

26. (Withdrawn) A computer-readable storage medium embodying program 
instructions for a method for losslessly embedding a message into a digital object comprised of 
samples, each of said samples having an original value, said method comprising the steps of: 

defining a first set S(x), whose values are equal to x, as a first subset of samples from said 

object; 

defining a second set S(y), whose values are equal to y, as a second subset of samples 
from said object; 

assigning a first value to x and a second value to y, wherein said values x and y are close 
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together and said first and second subsets S(x) and S(y) differ substantially in size; 

scanning said object in a defined pattern, whereby members of S(x) and S(y) are 
losslessly compressed to form a bitstream; 

concatenating said bitstream with said message and embedding a concatenation into a 
union of said first and second subsets S(x) and S(y) by scanning said object in said defined 
pattern and choosing said first value to embed an x and said second value to embed a y, whereby 
said message is effectively transmitted and extracted by transmitting said concatenation and 
extracting said second message therefrom, and 

restoring said object by decompressing said concatenation, scanning said object in said 
defined pattern, and restoring said original values in said object. 
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